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Due to Increased
Physical Attacks on the
U.S. Power Grid

Due to an increase in reports of physical
attacks on electric substations, the Federal
Energy Regulatory Commission (FEERC)
1ssued an Order in December 2022,
directing NERC (North American Electric
Reliability Commussion) to improve the
effectiveness of the CIP-014 standards - to
mitigate the risks to the Bulk Electric
System (BES) associated with physical
attacks.

Anticipated Timeline
for NERC Actions

CIP-014-4 Improvements

o July 3, 2024: Imitial Comment Period
e Nov. 6, 2024: Close, Final Comments.
e Feb. 12, 2025: Close, Final Ballot.

e April 4, 2025: Board Adoption.

“CIP-014-4 acknowledges the need to
protect critical transmuission sites that aren’t
currently categorized at CIP-014 sites. It
also establishes standards to identily the
next tier of sites that will require enhanced
security measures.” CIP Global Ventures
Leadership

2023 World Security Report: Of the 1,775 Chief Security
Officers independently surveyed, 33% expect the threat of
disruption of energy supplies in the next 12 months.
Security incidents committed by terrorists and violent
criminals are also expected to rise during the same period.

Physical Security Reliability Standard Requirement Changes!

The Situation in December of 2023: “Earlier this week we received intelligence that two or more individuals
were recently apprehended and taken into custody for planning a ballistic attack on one or more of our
substations.”

New Requirements Summary
Transmission Stations and Substations (NERC DRAFT Document)

CIP-014-4 Requirement R1: Transmission
Owners, at least once every 36 calendar
months, must document applicable sites that
are either existing or planned to be in service
within 36 calendar months.

CIP-014-4 Requirement R2: Transmission
Owners shall have documented criteria to
determine those Transmission stations and
Transmission substations, irrespective of
ownership, within % mile of an applicable
transmission station or substation document
i R1, that could be impacted by a single
physical attack. The criteria shall address at
a minimum:

1. Line of sight between the sites
without obstruction.

2. FEase of access from a common
roadway that exists between the sites.

CIP-014-4 Requirement R3: Transmission
Owners shall have a documented risk
assessment methodology.

CIP-014-4 Requirement R5: At least once
every 36 months, each Transmission
Owner shall perform a risk assessment to
identify sites that if rendered inoperable or
damaged as a result of a physical attack
could result in instability, uncontrolled
separation, or Cascading within an
mterconnect.

CIP-014-4 Requirement R6: Each
Transmission Owner shall have an
unaffiliated third party verify the risk

assessment.

CIP-014-4 Requirement R8: Transmission
Owners shall conduct an evaluation of the
potential threats and vulnerabilities of a
phyvsical attack - for each qualifving site.

CIP-01404 Requirement R9: Transmission
Owners shall develop and implement a
documented physical security plan for each
qualifving site, including timelines for
implementation.

Applicable Entity #1

Transmission Facilities operated at
500kV or higher. From Attachment 1 of
the CIP-014-4 DRAFT document.

For the purpose of this criterion, the
collector bus for a generation plant 1s not
considered a transmission Facility, but 1s
part of the generation interconnect
Facility.

Applicable Entity #2

Transmission Facilities that are operating
between 200kV and 499kV...connected
at 200k V+ to three or more other sites.

Where the connected sites have an
“aggregate weighted value” exceeding
3000 according to the table contained n
Attachment 1 of the CIP-014-4 DRAFT
document.

Page 1

CIP Global Ventures

Contact Us For Additional Information:
robv@CIPGlobalVentures.com

We offer enhanced physical security
solutions including certified UL 752
Level 8 ballistic resistant panels, gunshot
detection sensors, drone and robot
survelllance, and CIP-as-a-Service.
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